Abstract. Current warnings in Web browsers are difficult to understand for lay users. We address this problem through more concrete warning content by contextualizing the warning -for example, taking the user's current intention into account in order to name concrete consequences. To explore the practical value of contextualization and potential obstacles, we conduct a behavioral study with 36 participants who we either confront with contextualized or with standard warning content while they solve Web browsing tasks. We also collect exploratory data in a posterior card-sorting exercise and interview. We deduce a higher understanding of the risks of proceeding from the exploratory data. Moreover, we identify conflicting effects from contextualization, including distrust in the content, and formulate recommendations for effective contextualized warning content.
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Introduction
Warnings in Web browsing are an example of how difficult it is to craft effective security interventions. A plethora of studies (e.g. on certificate warnings: Sunshine et al. [19] ) have shown that current warnings are ineffective at influencing the behavior of users for two main reasons: First, because of habituation effects from the frequent unhelpful warnings in non-critical situations [2] . Second, because of the technical language that prevents users from understanding the risks of proceeding -that is, how likely it is that an adverse event occurs and what the personal consequences are [6, 8, 13 ]. We thus not only need to prevent the occurrence of warnings in uncritical situations, but also make the warnings understandable so that the infrequent warnings will enable users to take informed decisions about proceeding based on the actual risks involved.
One proposal to solve the problem with the understanding of the risks is to move away from traditional approaches to warnings as described by Wogalter [20] : generic hazard warnings with static texts and symbols for a broad audience. Instead, we follow earlier proposals to contextualize security interventions and thereby increase their concreteness [7, 4] . The idea is to employ additional information on the context (e.g. user intention) so as to generate more concrete warnings -for example, by mentioning specific consequences, such as credit-card fraud in case of online shopping -and therefore make it easier for users to relate to and understand the risk of proceeding.
Since contextualization has been primarily studied technically for warnings up to now -for example, on how to acquire the available context information [7] -, we address the practical value of contextualization in this paper. The goal of this work is to test whether contextualization is more effective in increasing the understanding of the risks and in influencing behavior than traditional content, and to explore how to craft effective contextualized warning content. We developed contextualized warning content based on a pre-study with lay and expert users. We then conducted a between-subject study with 36 participants who were confronted with warnings either showing the contextualized content or content from existing warnings while solving realistic tasks in a lab environment. In addition to the participants' reaction to the warnings, we also collected qualitative data from a posterior card sorting of the warnings and a posterior interview. Our main contributions are:
1. We show a positive effect from contextualization on how concretely participants assess the risks of proceeding; 2. We demonstrate how confounding factors, such as visual stimuli that imply severity, can dominate the effect of contextualization in real-world settings; 3. We identify complexities related to contextualization, including distrust in the warning content due to its concreteness; 4. We derive recommendations of how to craft effective contextualized content.
Prior Research on the Content of Web Browser
Warnings showed empirically that warnings are not understoodfor example, due to technical terminology. Improved warning content may help, though: Biddle et al. [5] found that their reformulated warnings made users more responsive to different levels of connection security. More specifically, Downs et al. [8] showed that phishing warnings are more often ignored if the threats and consequences are unknown. Furthermore, Kauer et al. [13] found that individuals are more likely to heed warnings if they perceive personal consequences. However, when Krol et al. [14] confronted users with either a very generic warning or one with more specific consequences, they found no significant difference in behavior.
To warn in an adequate form and achieve the necessary impact, De Keukelaere et al. [7] proposed to adapt the intervention to the context; they found improvements from considering the security risk and prior actions of the user. In this paper, we follow a related approach, the Framework for Contextualized Interventions (FOCI), which supports the systematic development of contextualized
